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SMART E-VOTING SYSTEM
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ABSTRACT

The advancement in mobile devices, wireless and web technologies has offered
ascend to another application that will influence the voting to process simple and
proficient called e-voting. E-voting guarantees the likelihood of an advantageous,
simple and safe approach to catch and include the votes a decision. This article
gives the detail and necessities to e-voting utilizing an Android stage. E-voting
implies playing out the voting procedure in decisions by utilizing electronic
gadgets. In this article, it is portrayed how the android cell phones are effective
and can be utilized for voting. For this reason, an application has been created on
the android stage. At the point when the client opens the application, confront
confirmation is done and after that OTP (One Time Password) is sent to the
client's mail address if the client is a substantial one. Utilizing OTP, client opens
the voting structure, makes his choice, taps on submit catch, and afterward logs
out. Onthe server side, we can check the results. Google Cloud Messaging (GCM)
sends notification to user's android phone. SQLite is the nearby database utilized
as a part of the client's telephone. In the conventional framework, there was a
need to go to the voting stall and make a choice. Individuals from unmistakable
spots who did not have their voting cards couldn't cast their votes. Likewise
verification procedure of the client was bad and suitable. There was a great deal
of work which was exceptionally tedious. The outcomes should have been
computed physically which was an extremely tedious process. Along these lines
the proposed framework is created to expel the endeavors required in the
customary voting process. The proposed framework has an application created
on android telephone by means of which the client can make his choice from
anyplace on the substance of the globe. The client enlists by giving his own
points of interest and the picture of his face which gets put away in the database
at the server side. Another method for voting breaks the restriction of customary
voting and spotlights on the security and per formability of the voting, so it can
reach to Each and Every voter of Each and Every Class, which will lead walk
towards heading India a created nation from creating nation.

INTRODUCTION

The traditional approach of voting is very time increases the performance of online voting
consuming and also has the possibility of manual system using android application. It was
errors. The proposed approach of e-voting proposed to eliminate the trouble of people to go
eliminates the drawbacks of voting booths. It and vote at the voting booth.
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At whatever point plan date warning is gotten on
client's android gadget, client can cast his/her
vote from anyplace and at whenever. For making
the choice, a specific client ought to be approved,
so the proposed framework confirms the client
before the making of choice. In this framework,
with the assistance of versatile camera, client's
face is caught and is validated. The correct
execution of fair rights has turned out to be
connected to the accessibility and dependable
working of cutting edge data and correspondence
innovation (ICT). While current social orders
completely depend on ICT for business, work and
time exercises, the utilization of ICT for equitable
basic leadership is still in its earliest stages.
Nations everywhere throughout the world are
looking at e-voting, for it makes them strike focal
points over customary paper voting, including
security for throwing votes, exactness of checking
and breaking down votes, choices to direct voting
in a concentrated and decentralized way, and so
on. The reasons why the e-voting innovation has
not developed to equal levels as known for
business and time exercises lies generally in an
inalienable absence of trust and dread of
electronic dangers. While most nations are as yet
conceptualizing or testing e-voting frameworks,
three cantons in Switzerland have spearheaded
the improvement of e-voting to its full innovative
development. The world is dependably in change
and developmentin innovation that is the reason
we ought to oblige it, profit the most extreme
advantage conceivable from these
enhancements. Governments have started to
bring present day innovation into their voting
methodology. Android based voting is a standout
amongst the most noteworthy parts of popular
government, which alludes to the utilization of
PCs to cast votes in a decision. Android based
voting goes for expanding speed, diminishing
expense and enhancing the exactness of the
outcomes when contrasted with the conventional
paper based voting. An Android based voting
framework makes and oversees information
security and looks after secrecy, trustworthiness,
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protection and unquestionable status. There are
various voting frameworks existing everywhere
throughout the world with every one of them
having its particular focal points and hindrances.
The customary techniques are never again
utilized because of the long stretch of planning,
counterfeit voting, defective voting, botches
made the most of amid vote, long stretch of
tallying and cost brought about amid the voting
procedure. In a few nations, votes are controlled
to redirect the aftereffects of a race for specific
Android based
interdisciplinary subject and ought to be

applicants. voting is an
examined. Android based voting is known as a
testing point in cryptography as a result of the
need to get voter's secrecy and accordingly to
guarantee protection.

TYPES OF VOTING SYSTEM

VOTING VIA SMS

Every voter can vote by sending a SMS utilizing
any sort of versatile association line or any sort of
portable hand set to the framework through the
"Mobile Switch Center". For this framework, an
android application is made in Android mobile, at
that point the framework will begin actualizing a
few procedures on that SMS which is sent by the
voters into the server through a system. A
database isintroduced on the server side to send
an outcome back to the voter by the android
framework application. The voter can utilize web
association through a site which is created all
through this work. Backend is made for the two
ways association. The android framework and the
site are both connected to the same (MySQL)
database so the voter can vote through one of
the two ways just a single time and on the off
chance that he/she tries to vote once more, the
framework will deny him/her.

VIA INTERNET

An electronic voting system (on-line voting,
internet voting) is an election system which uses
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electronic ballot that would allow voters to
transmit their secure and secret voted ballot to
election officials over the internet. With the
prosperity of internet over the years, inventers
start to make use of electronic voting in order to

LITERATURE SURVEY

It has always been a backbreaking task for
election commission to conduct secure and
transparent polls in India. Corers of rupees have
been spent on voting to make sure that the
elections are violence free.

The traditional voting system which is also known
as electronic voting system using EVM (Electronic
Voting Machine) requires huge investment of
time because of which people neglect voting.
Misra et al. have proposed an architecture in
which voting is done by making use of cards.[1]
These cards are designed similar to smart cards
which have entire details related to the voter
embedded inthem. The architecture proposed by
them ensures assurability, security, verifiability
and transparency in the voting system.

Skinner {2} has proposed main idea behind clash
attacks i.e. voting machine sometimes provides
same receipt to the different voters; because of
this election gets manipulated without being
detected.

Mr. Ankit Anand [7], in order to overcome the
drawback of electronic voting system, proposed
that websites can be introduced which will help

© Eureka Journals 2017. All Rights Reserved.

Vol. 1, Issue 1 -2017

make the voting process more convenient and
raise the participation of the civic. From now on,
created new

engineers have repeatedly

technology to improve the feasibility of electronic

voting system.

voters to remotely cast their votes. To make the
voting process very easy and efficient, wireless
and web technologies are used. The online-voting
system has the possibility of secure, easy and safe
way to capture and count the votes in the
election. The proposed system provides the
specification and requirements for Online-Voting
using an Android platform. Online-voting means
the voting process in election by using mobile
phone. Through a general diagram, the
introduction of the system is presented. The
proposed system also described how android
mobile phones are efficient. The android
platform is used to develop a reliable and
efficient application. Using the facebook APIs
android SDK
development kit), the login can be done very
efficiently. The NSF Internet Voting Report [8]

addresses the feasibility of different forms of

provided by the (software

internet voting from both the technical and social
science perspectives, and defines a research
agenda to pursue if internet voting is to be viable
in the future. It groups Internet voting systems
into three general categories as follows:

It offers the
noteworthy

e Poll-site internet voting:
guarantee of more

accommodation and productivity in that
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voters could cast their votes from any survey
site, and the counting procedure would be
both quick and certain. All the more
imperatively, since race authorities would
control both the voting stage and the
physical condition, dealing with the security
dangers of such frameworks is possible.

e Thevoting: Voting machines would be found
far from conventional surveying places, in
such helpful areas as shopping centers,
libraries, or schools. The voting stages would
in any case be under the control of decision
authorities, and the physical condition could
be adjusted as required and observed (e.g.,
by race authorities, volunteers, or even
cameras) to address security and protection.

e Remote internet voting: It looks to amplify
the accommodation and access of the voters
by empowering them to cast votes from for
all intents and purposes any area that is
available through web. While this idea is
appealing and offers huge advantages, it
additionally postures generous security
dangers and different concerns with respect

Base Station
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Y e
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to community culture. Present and close
term innovations are insufficient to address
these dangers.

SYSTEM ARCHITECTURE

E-Voting is a procedure that can perform in two
ways - SMS voting and voting by means of web.
On the off chance that a voter is as of now
enlisted, QR-Code can be produced for that voter.
On the off chance that the voter is new to the
procedure, he/she should enlist and the database
will produce the QR-Code for the voter. At that
point the voter ought to download the filtering
application to his/her versatile to examine the
created QR-Code for the voter. After the checking
procedure, the application approaches the secret
word for a confirmation. After the validation, the
voter continues to vote by choosing applicant
post standing. After this, at that point voter
should choose the locale, and the ward. At that
point voter should choose the hopeful and
continue to vote. At that point vote is added to

the framework.

Database

Figure 2.Architecture Diagram

SMS VOTING

The voter can vote by sending an SMS through
the mobile connection to the system through the
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"Mobile Switch Center". The android system will
implement some processes on the SMS which is
sent by the voters into the server through a
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network. The database is installed on the server
side.

PROPOSED SYSTEM

In this module, we are creating QR Code for
encoding the information about the voter. The
voter details contains voter id no, voter’s name,
date of birth, and address. Each pattern is
encoded and represented in QR Code with black
and white special symbols. QR-Code can hold
information more than other bar codes. This
system is implemented in a way to ensure saving
time and money.

GENERATING QR-CODE IMAGE

MOBILE AUTHENTICATION MODULE

This module speaks to the validation, which is

Vol. 1, Issue 1 -2017

utilized by the voter to login for the voting forms.
Logged voter is diverted to the scanner module.
Confirmation is utilized as the premise of
approval deciding if a benefit will be allowed to a
specific client or process. The approval forms are
done on the web server.

WEB SERVICE CLIENT MODULE

This module executes the way toward putting
away the chose competitor's data from the
customer, which is sent through the web benefit.
All data will be put away in the database. We are
keeping up an incorporated server to get the
chose voter list from the database through web.
In this module, the competitor sees the
information recovered from the database. The
voter will utilize this rundown to play out the
voting.

Generate

Select the

—> | >
Registration QR- Code Scanning Candidate Vote

Database

Figure 3.Data Flow Diagram for E-Voting System

VARIOUS ELECTION TYPES

In this section we explain the election or the
voting types according to its development with
time.

PAPER-BASED VOTING

Numerous individuals utilize the paper to pick
their delegates through the customary voting
framework. This strategy has been utilized since
quite a while particularly before the coming of
the web. This strategy requires the nearness of
the individual himself at the voting place at the
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particular time. The voter remains in the stall and
votes to pick one of the hopefuls in certainty and
after that puts the paper in the polling booth. In
any case, this strategy has a few impediments, for
instance, the voter must go to the voting station
and hold up in a line to make his choice and now
and again, the voter is subjected to badgering by
a few authorities. Also this method is easily
susceptible to fraud and change of votes.
Furthermore, it is very difficult to collect the
ballot boxes and transport them to the main
center. Most importantly, there is a possibility of
error that may happen during the counting of
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votes, in addition to the high cost and time spent
in the process. In some countries, there are
security problems that may affect the functioning
of the electoral process. For example, gets a
threat to the polling stations and voters, which
negatively affects co-extensive to the voters. All
these reasons led to serious research thereby
leading to the introduction of e-voting to

practical life.
E-VOTING

E-voting is a totally electronic voting process,
without the utilization of paper and voting
booths. Electronic voting, otherwise called e-
voting, is a term comprehensive of numerous
frameworks and strategies for voting. Voting mail
incorporates slows down shut to vote outfitted
with  electronic  gadgets, programming,
peripherals, preparing frameworks, gear, devices
and screens, systems and methods for
correspondence and so on., and infrequently
incorporates frameworks, savvy cards "containing
an electronic chip information by the voter," or
biometric psychological frameworks (standard
indispensable frameworks that depend on
estimating the physical properties that are
interesting to every individual, for example,
mark, retina

unique sweep and DNA

examination).
WEB-BASED VOTING

A considerable measure of nations affirmed rule
of voter voting from anyplace on the planet with
the web. It may be either by utilizing a PIN code
sent to the voter by enrolled mail or utilizing a
character card containing cut electronic
information with whatever remains of the voter,
where their substance are perused card peruser
associated with your PC. Web use in the voting
procedure is critical on the grounds that it is less
demanding for individuals to take part with no
wavering or exertion. We can enhance electronic
voting by expanding the security level of this

framework as we clarify in the following area.

© Eureka Journals 2017. All Rights Reserved.

26
SECURITY ALGORITHM

Security is given to our proposed framework by
utilizing RSA calculation. RSA remains for the
names of the three men who made the
calculation open. These men's names are Ron
Rivets, Adi Shamir, and Leonard Adleman. A
clarification of the RSA
calculation is that it was made for open key

straightforward

cryptography that depends on figuring
is the

considering issue. There are three stages to play

substantial whole numbers, which

out the RSA calculation. These means are key
age, encryption, and decoding, which are clarified
as takes after:

KEY GENERATION

Whoever needs to get mystery messages makes
an open key (which is distributed) and a private
key (kept mystery). The keys are produced in a
way that covers their development and makes it
'troublesome' to locate the private key by just
knowing people in general key.

ENCRYPTION

A secret message to any person can be encrypted
by his/ her public key (that could be officially
listed like phone numbers).

DECRYPTION

Only the person being addressed can easily
decrypt the secret message using the private key.

FUTURE SCOPE

In our proposed framework, enlistment process is
done through site which limit time, vitality and
cost. Voting is done through SMS just so it gives
versatility choice to the voter. Due to RSA
security, twofold voting will anticipated dandy
offer decision to people in general to make their
choice through their phone. This framework
utilized for government decision on the off
chance that we utilized this framework in
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distributed computing then it will give more
profit. It has more degree for little decision to
government race process. The future change
should likewise be possible for voice checkin IVR,
framework crash and power disappointment so
the voters can vote with more affirmation. The
future extent of the undertaking incorporates the
change in the security level of the total
framework. Notwithstanding that, it is important
to meet some other private natives to enhance
the security level of web based voting
framework. The future change should likewise be
possible for voice confirmation, framework crash
and power disappointment so the voters can vote
with more affirmation.

SCOPE OF STUDY

The extent of the work is that it will utilize the ID
and watchword made by client to enroll him/her
in the voting site, through this every one of the
points of interest of voter are spared in database,
and it will go about as the primary security to the
votes framework.

ADVANCED TECHNOLOGY

It is an advanced technology used now a day. It
increases the internet knowledge of the users
which

generation.

is very necessary for the current

INTERNET

It is an online facility and hence is very useful for
the users. Voters can vote from anywhere at any
time in India.

E-MAILS

Election Commission can send the error report to
a particular user if he/ she has entered false
information.

IMAGE

Image is being captured online and that image is
being validated with the image in the database.
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Traditionally in @ manual, paper based election
system, voters have to reach the polling stations
to cast their votes by standing in a long queue,
therefore it is very much difficult for voters to
vote; in this way there is a low rate of vote
casting.

ADVANTAGES

* Increase voter turnout

e Better for youth and military overseas
* Quicker means of consolidated votes
* Lesstravel

e Saves time and money

CONCLUSION

Setting QR codes can give awesome esteem when
utilized as a part of circumstances that powerfully
change contingent upon the unique
circumstance. Expanded the truthis an intriguing
field for the use of this idea, as it empowers client
association with various innovations. Contingent
upon the unique circumstance, the qualities of
relevant QR codes help clients to bring them
nearer into expanded reality and empower
content access from various encounters instantly
and straightforwardly by exploiting the highlights
gave by logical QR codes. This is a framework that
utilizations relevant QR codes to enact diverse
activities to manage distinctive gadgets and client
circumstances. Framework will exhibit that it is
conceivable to actualize distinctive expanded

reality advancements under various settings.

The fruition of this theme gives the Online Voting
framework utilizing android application. It is
fundamentally done on android gadget. The
security is as far as giving the one time secret key
(OTP) and picture. This framework is tedious.
Proposition enables a voter to cast his/her voter
through web and furthermore through ordinary
handsets, in this way voter does not need to go
to voting stalls to vote; they can vote from
anyplace in India. To make our framework
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exceptionally secured we likewise have

implemented the strategy for filtering and check.

This  framework likewise high

straightforwardness of voter's subtle elements at

gives

the season of enrollment just i.e. at the point
when voter is enrolling to the framework then his
voter Id and Aadhar number should coordinate.
The client approval procedure of our framework
is upgraded by including coordinating, security
key and one time secret word. This framework
will bar the standard activity like gear. Thus, the
individual from state or nation can trust that only
they can pick their pioneers and this framework
enables them to vote from anyplace.
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