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ABSTRACT

Internet of Things (loT) has undergone a sea change in the last few years. Quite
potent development has shaped up the common perception of Internet towards
a unified vision of smart objects communicating with each other. As we observe
the recent trends a lot of issues have been addressed by the available wireless
technologies but the issue of security and privacy still remains a vulnerable one
and Internet of things technology is no exception to it. In today’s world
particularly sensitive data is managed and any sort of leakage of data can breach
the privacy of any user. Due to this fact sometimes the efficacy of the loT system
as whole has been put under serious doubts by several organisations. With the
fact still remains that a lot of systems are particularly connected with each other
unsupervised increases the complexity of the system as whole. This is one of the
main reasons behind less penetration of the loT technology in the Indian market.
This Chapter deals with the brief description of the challenges pertaining to the
area which we need to overcome in the coming years so as to make the
technology effective and efficient. This Chapter also discusses various economic
and cultural reasons which led to severe privacy related issues in the loT
technology as whole. This Chapter also focuses of the impacts of some of the
attacks on the loT technology and discuss the possible prevention
methodologies. A proper review regarding the advances in security and privacy is
also done which also discusses appropriate solutions after identifying challenges
and future aspects in the given area.
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INTRODUCTION

The interconnection of plethora of devices via applications traffic control, smart homes,
internet with the usage of simple protocols can congestion control, smart city framework etc. [1].
be stated as a best definition of Internet of Things Recent trends and developments have seen quite
(IOT). 10T can be termed as a great technological of surge of loT technology in the field of medical
revolution providing economic benefits, science with health monitoring and lifestyle
enhancing quality of life, providing security and monitoring systems being integrated to it [2].

privacy aspects. loT covers a wide range of
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Since due to obvious transmission of data from
one side to another cloud technology used for
this open sharing. With so much to offer and
have wide applications in various fields, 10T
enabled devices are made with an objective of
single application and are made with little
security issue consideration. The loT devices may
also encounter security issue within the device.
loT applications may encounter security issue
when the devices are connected with the physical
world. Like Leverett discusses a system which was
assumed to be in a safer network but was
eventually assessable via internet technology [3].
With the no. of interconnected devices increasing
day by day the security and privacy aspects
involved with the network will also increase.
Privacy is also another aspect where personal
data can be collected from various sources. The
classification of data is though one of the aspect i.
e., categorisation whether it is benign or
classified data in terms when the security of the
system is breached or if the data is leaked then
the privacy of the user is affected or not is to be
examined. Though in a general case the privacy of
the system should be maintained [4]. Finally it is
important to consider encryption algorithms
providing safety of data. The Intelligent data
management is one of the fundamental privacy
mechanism since it involves the collection of
required data only. The redundant data should be
discarded because it acts as a liability which
needs to be taken care of. Secure cryptographic
algorithms have already been developed for
resource constraint environments but overall
security and privacy requirements must be
addressed with basic and appropriate
mechanisms. Personal health Plans are confined
to the available data from the patient, which is
incomplete. Thus pose a challenge in terms of
data mining and analysis of the data. Now since
loT connects everything to the internet. Thus the
smart wearable devices and objects are providing
enormous amounts of data. Smart Objects have
enormous potentials to transfer the data from
mobile health and ambient assisted living
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loT has
patients to switch to personalized health care

environments. nowadays enabled
systems wherein they can monitor their own
ambience. The sending of alerts at the time of
emergency, prediction of anomalies in the health
and the transfer of collected data to a secure
information system has been made possible by
the advent of loT.

LITERATURE SURVEY

There are many evolving technologies which have
a close association with loT:

RFID: The issues associated with have been
identified [5, 6]. The potent threats are automatic
identification and tracking through hidden tags
[7]. The security measures such as encryption,
destroying tags etc. have been suggested. It uses
the automatic Identification and data capture
technology (AIDC) [8].

Wireless Sensor Networks: The integration of
different functionalities like sensing, processing
and communication to from a network forms a
base of wireless sensor networks which in turn
becomes a sort of extension for Internet of
things. The issues associated with the technology
are data collected via sensor [9], disturbances in
the network [10], changing network topology,
anomaly associated with the base stations [11].
The sensor deployments have been carried out in
large scale as well small scale networks and
typically managed by wireless standards like
Bluetooth [12], Zigbee [13], Z Wave [14], and ANT
[15]. The other challenges include environmental
effects, characteristics of network and resource
scarcity.

Smart Phones: It is another technology which has
brought a revolution in the actual visualisation of
the vision of IoT. Since a plethora of mobile
devices are actually connected via internet
connection. The mobile phones actually have a
quite sensitive amount of information about the
user like its location, personal data, accounts
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information etc. [16]. The detection of privacy
breach [17], the architectures have been created
which keep privacy aspect via sensing intact [18],
another aspect is secured location based services
have also been dealt with caution [19].

Cloud services: The large amount of data has
been effectively managed by cloud services. The
sudden expansion in the information has been
handled by the cloud computing paradigm. The
research in the field of cloud has been primarily
focussed on the data protection and prevention
of leaks of data or information [20]. The store,
processing and information of 10T application
carried out by COSM [21] and Arrayent [22].

SECURITY ASPECTS IN IOT

loT is one of the most trending technology in
current generation and its advantages in various
sector and applications are well known. But
despite of enormous benefits, there are few
drawbacks also exist. One of them is Security and
Privacy concernin loT. The communication sector
Attacks on
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of Internet of things is highly distorted from the
security point of view and is vulnerable to loss of
privacy for the end users. The information
transfer from one host to another has led to
several security breaches in loT and is a major
concern in terms of security aspects.

SECURITY PROBLEMS DUE TO WIRELESS
SENSOR NETWORK

The issues prevailing in the Wireless networks
can be classified as:

i. Attacks on confidentiality and verification

ii. Silent attacks on service unification and
coherence

iii. Attacks on approachability of network: The
denial of service (DoS) ([24], [25]) attack
comes in this category. This restraint of
availability of information to authorized users
can take place on different layers of a
network [26], [27], [28]. This resistance is
done by unknown third party violator:

Application

NIEN L ES on Service Layer
Integrity

Transport Layer

Network Layer

ink Tayer

Physical Layer

Figure 1.Security and privacy concerns in WSN’s [35]

ATTACK OF DoS ON PHYSICAL LAYER

Several functions has been performed by physical
layer in a wireless sensor network such as
modulation and demodulation, transmission and
reception of data, encryption at transmitter side
and decryption at receiver side, generation and
selection of suitable carrier frequency,[29].
Physical layer of WSN is mainly strike through.
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1. Node Interference: Physical alteration of
node position to obtain sensitive information
is known as node tampering or node
Interference.

2. Jamming: In this DOS attack it keeps hold of
the communication channel and then the
transfer of information is prohibited or
blocked between each other due to the
control over the communication channel.
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ATTACK OF DoS ON LINK LAYER

Function of Data link layer in Wireless Sensor
Network includes merging of several data
streams from various correction. In addition to
this, the data link layer ensures the reliability
between point-to-point or point-to-multipoint
connection [38]. The DoS attacks occurs in this
layer are:

1. Battery Consumption: Unexpected high
traffic in a channel is caused by this type of
DoS attack, which results in limiting the
accessibility of that channel to a very few
number of nodes. This kind of disturbance in
the channel occur due to large number of
“sending requests” (Request to send) and
transmissions over the channel.

2. Collision: This kind of DoS attack can be seen
when two nodes concurrently transmit
information/ data in the form of packets on
the channel of same frequency at the same
time. The crashing affect causes minute
changes in the packet and then eventually
leads to mismatch of the packet at the
receiver side. This causes the re-transmission
of the disposed packet [39].

3. Biased: As described in [39], unfairness is an
attack based on repeated collision. It is also
referred as exhaustion based attacks

ATTACK OF DoS ON NETWORK LAYER

Routing is the primary function of network layer
in Wireless Sensor Network. The particular DoS
attacks takes place in this layer are:

1. Homing: It involves the search of cluster
heads and key managers which can actually
cause the whole network breakdown.

2. Sybil: Inthis attack, a single node is replicated
by the attacker which represents it with
multiple identities to other nodes.

3. Replaying, Spoofing and misdirection of
traffic.
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4. Hello flood attack: It is mainly involves the
overcrowding by the useless messages. In
this attack a single node transmits a useless
message which is then further broadcasted
or retransmitted by the attacker to create
congestion in the network.

ATTACK OF DoS ON TRANSPORT LAYER

Main function of transport layer in the WSN
architecture is to provide reliability of data
transmission between source and destination and
to avoid congestion resulting from large volume
of traffic in the routers. The DoS attacks in this
layer includes:

1. Flooding: The undesirable or useless data
causes excessive traffic in the network which
is termed as intentional traffic.

2. De-synchronization: In this the fake messages
are generated at one side of the host or at
both sides requesting retransmission of the
data for certain correction to be made
caused due to errors. These faulty

instructions cause the dropping of energy

levels at both sides or at a single side.
ATTACK OF DoS ON APPLICATION LAYER

Main responsibility of application layer in the
Wireless Sensor Network is to manage the traffic.
It also behaves as the presenter of software
program for various applications which performs
the translation of information into a user friendly
and accessible form or helps in assembling data
by transmitting queries. In this layer, stimulating
the sensor nodes initiates a trail-based DoS attack
to generate a large amount of traffic in the path
towards the base station [40], [39].

Some secondary DoS attacks are as follows [23],
[27], and [28]:

Black Hole, Node Subversion, Neglect and Greed
Attack, Interrogation, Message Corruption, False
Node, Passive Information Gathering, Node
Outage, Node malfunction.
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Other security and privacy aspects in the sector
of Internet of Things are:-

The entire loT framework is susceptible to worm
and virus attack. Unauthorized access to sensitive
information like bank passwords, personal details
like contact number and address.

TYPES OF DoS
ATTACK IN

WS5Ns

Vol. 3, Issue 1 - 2019

Attack on any one device may risk the integrity of
whole network and all devices connected in that
particular network. Thus a single security failure
can shut down the entire network of devices due
to interconnectivity between them. It may lead to
easy access of confidential information like
financial status of an organization, bank details.

s JAMMING
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Figure 2.Types of Denial Attacks in wireless Sensor Network [23]

PRIVACY THREATS AND CHALLENGES IN
loT

The ever changing characteristics of 10T led to
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many security breaches and concerns. This
section presents the classification of these
challenges and threats.

Information
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C
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Figure 3.Attacks in different phases [32]

The above figure gives the division of various
attacks in phases. There are 4 steps to this
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division. In the first method the threat is defined
and subdivided into some particular division with
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surety of privacy breech. The second method the
analysis is done on the IOT progressions and it
measures the intensity of threats and tries to
neutralise it with maximum effectivity. In the last
method we look for remedies to counter these
attacks from related field of work. And finally we
present the most probable solution to eradicate
the particular known threat.

IDENTIFICATION

IDENTIFICATION is the process by which a name
or an address can be related with a specific being
and all particulars about him. This threat of
identification is currently the most ongoing one in
our service model where information manifold is
kept in places outside the user’s control. Firstly
the use of camera for digital snooping is being
integrated at a mind boggling rate and
purposefully used in non-security means [30, 31].
Since the physiological features database from
social media platforms (e. g. Instagram) is readily
available to private agencies, the accurate
prediction of an identity just by the picturesis a
real time on going application [32]. Previous
researches showed that an individual can be
recognised by his Radio Frequency usage or
identification [29]. Thirdly voice modification and
recognition is vehemently used worldwide in day
to day mobile applications and their subsequent
databases are already available easily. They can
be used to identify an individual anywhere and
anytime just by a simple request by the
Government [33]. Since speech recognition is fast
and easily available and also interacts perfectly
with 10T systems the security can be easily
compromised with a valid question on defence
mechanisms of present day security. Identity
protection has already gained news in spheres of
data anonymization [34] and identity
management [35].

LOCALIZATION AND TRACKING

It is the threat where the target can be tracked
and his location can be pin pointed accurately. It
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can easily done via GPS or cell phone location
applications. Examples are GPS stalking [36]. This
shows that users take it as privacy concerns when
that can't control their private information like
location etc. The ongoing research in this area
has proposed three main approaches a) client
server b) trusted third party and c) peer to
peer/distributed. Although these findings are on
right path and fairly accurate yet they are not full
proof and require additional research to be fully
secure.

PROFILING

Profiling is the means by which the information of
a particular target is obtained and co related with
the database to predict the interests. This
method is generally used by E-Commerce
industries in offer validation and advertisements.
The examples which justify breech of privacy is
shown in [37]. Also accumulating data and selling
this volatile information to marketing giants is
prevalent today. This greatly impacts IOT as it has
led to data explosion and a data boom. This has
created more number of access points for the
attackers to compromise the security of an
individual.

LIFECYCLE TRANSITIONS

Privacy of users is also put at risk when smart
devices accidently disclose sensitive information
during their transitions. Most commonly the
photos and videos are targeted. As these
violations are mainly due to stored data in
background, it gives an insight into our faulty
collection phase of our model. This issue is
amplified due to two features in IOT A) growth in
number of intractable identities for e. g. financial
data collected by credit card companies or heath
related data collected by insurance companies. B)
When items of everyday use become smart, then
handling of this huge amount of data becomes
difficult leaving personal space vulnerable to
attacks.
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CHALLENGES FACED BY THE IOT HEALTH SYSTEMS

processing

HEALTH SYSTEMS

Data Acquisition

Aggregation and pre

== Crowd storage/Processing

m Crowd sensed Data Acquisition

Services (Visualisation, Analytics, other
Software)

Figure 4.Process involved in processing of an information Via IOT based Health systems

The above mentioned are the components of an
IOT based health system. IOT finds a major
application in the health industry. The following °
section discusses the challenges faced by the
health systems. At first let us have a brief look at
the working of the same then analysing the

racks. The government regulations must be
complied with.

SERVICES: Various algorithms and decision
sensing analytics services being provided
here.

challenges faced by them in the subsequent TECHNICAL CHALLENGES FACED BY THE
sections. HEALTH SYSTEM

o DATA ACQUISITION: It involves collection of 1.
data from the various Wireless body area
networks (WBAN'’s) or from the light weight
sensors deployed [41].

e DATA AGGREGATION AND PRE-
PROCESSING: The aggregation and pre-
processing of the collected data is necessary
in order to curtail the amount of data being 2.
handled and transmitted. The following
process is carried out with the assistance of
cloudlets and concentrators [42, 43].

o CROWD SENSED DATA ACQUISITION: It is
quite an emerging phenomenon. It has
simultaneous acquisition and aggregation of 3.
the data available. Fore. g., from a wearable
sensor any two physical quantities like
temperature and humidity.

e CROWD STORAGE/PROCESSING: Its services
includes multiple services on one or more

© Eureka Journals 2019. All Rights Reserved.

WIRELESS STANDARDS AND
INTEROPERABILITY: The wireless standards
used in a system should be often pose a
challenge since their interoperability is a big
issue reason being they have to
communicate and set links between two
different devices which pose a challenge.
PROTOCOL DESIGN CHALLENGES: They deal
with the path loss and low power gain in the
WSN. The emergency resource allocation for
message packets. Thermal aware routings to
avoid tissue damage is one of the main
challenges.

DATA PRIVACY CHALLENGES: Protecting the
data from unauthorized access as always
been a major concern. The primary crypto
level challenges are part and parcel. The
several encryption schemes which prevent
these have been developed.
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4. SYSTEM LEVEL SECURITY: The attempts are
made to procure the secret keys of the

system.
5. DATA TRUSTWORTHINESS CHALLENGES: It
deals with the distinction of sensor

malfunction and the intentional sensor
tampering.

6. DATABASE CHALLENGES: The health records
data tampering pose a serious challenge to
the 10T based health system. The database
deals with the health records of the
individuals any sort of tampering or
mishandling may breach the privacy of the
patient. Thus several statistical and machine
learning tasks have been deployed.

7. VISUALIZATION: The data burden is reduced
drastically on the doctor and handling the
patient data has been made easy. Now
multiple patients can be serviced which
makes the whole process less time

consuming.

CONCLUSION AND FUTURE SCOPE

The chapter showcases a Comprehensive analysis
of the privacy and security threat and challenges
in the Internet of things. A brief review is done
regarding the evolution of the Internet of Things
technology and then how the technologies
related to it like WSN, RFID etc. were affected
when then need for a secured and private
network was essential. Then we studied various
types of attacks on the layers such as physical,
data link,
application layer. Then after possible explanation

network layer, transport and
of the attacks and studying the securing breaches
in the network we go on to analyse the possible
ways to tackle the security and privacy aspects in

the networks.

Finally our focus is on two main thoughts: Firstly
IOT is a booming technology and it has several
privacy concerns and hence must handle with a
possible foresight and preparedness regarding
the attacks. Secondly a useful consequence is a
collective action backed by a legal framework to
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provide technical solutions. The possible future
scope has a main focus on improving privacy
aspects in distributed networks of the 10T
technology. Additional ways to enhance the
privacy like attribute based encryption (ABE)
technologies are deeply studied in order to
improve system characteristics.
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